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Your Astaro P artner

About Astaro  
Astaro provides a network securit y solution that is complete, simple to 
manage, affordable, and effectiv e. Astaro selects and integr ates the best 
of open source security softw are to provide the widest r ange of innov ative 
security technology a vailable in a single package. Astaro’s technology has 
won numerous aw ards, and is in use on ov er 20,000 networks in more 
than 60 countries. Astaro� s products are distributed by a worldwide 
network of solutions partners who offer local support and services. 

NAT and Masquerading 

DoS Protection 

Traffic Shaping and QoS 

Detailed Reporting 

Dynamic and static Network Address T ranslation (NA T) and masquer ading 
conceal internal IP addresses behind a "public" IP address, to prev ent hackers 
from learning about internal networks, servers, and users. 

Astaro Security Linux protects against common Denial of S ervice (DoS) attacks 
like T CP SYN flood, ICMP flood, UDP flood, Smurf , Trinoo , and IP spoofing. 

Administr ators can increase or decrease the priority of differe nt types of tr affic 
between specific endpoints, pro viding Quality of Serv ice (QoS) for critical 
tr ansactions. 

Astaro Security Linux pro vides detailed reporting on network tr affic, connec-
tions, packet filter violations, hardw are utilization on the firewall system, and 
other information for managing the firewall. 
Accounting reports provide detailed data on tr affic to and from network 
segments. 
Detailed logs can be stored and viewed in text format, or exported to 
spreadsheets and reporting systems for ad-hoc or specialized analysis. 

Firewall 
Foundation of a 
Complete Network 
Security Solution 
The firewall is the foundation of the six 
security applications included in Astaro 
Security Linux. Applications such as 
Intrusion Protection and Virus Protection 
work with the firewall so that tr affic 
related to security threats can be 
blocked immediately , before infecting 
internal networks. 
Oper ating all six applications in-line on 
the same system can improv e 
performance by eliminating dela ys 
vectoring files back and forth t o 
separ ate systems for virus, spam, and 
intrusion scanning. 
Astaro Security Linux administr ation is 
simple and management costs ar e low 
because all six applications share: 

One installation process 
One management interface 
One update mechanism 
One set of logs and reports 
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Product Datasheet: Firewall
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